Privacy Addendum
— processing personal data outside the
Furopean Union/European Economic Area

The Parties,

Universidade Federal da Bahia (UFBA, Brazil)
and

Un_iversity of O_s'lo

have agreed on the following contractual clauges (“Clauses”):

1.  DEFINITIONS
For the purposes of the Clauses:

a) “Agreement” means the main exchange agreement belween the parties to which this
Addendum is connected

b) “Addendum?® means this document, which is an addendum to the Agrecment, regulating the
processing of Petsonal data

¢) “Personal data”, “Process/Processing”, “Data subject”, shall have the same meaning.as in
The General Data Protection Regulation (EU) 2016/679 ("GDPR").

d) “Data subjeet” will in the context of this Addendum mean the exchange student

2, PROCESSING OF PERSONAL DATA BY THE UNIVERSITY OF OSLO

The University of Oslo will transfer personal data of students as deemed necessary to fulfil the
purpose of the agreement, and as allowed by the Norwegian Personal Data Act (2018).

2.1  Description of the data and transfer

Data subjects
The Personal data transferred concern the following categories of data subjects:
Exchange students

Study Abroad studenis

Purposes of the transfer(s)

The transfer is made for the following purposes:

~  To comply with the institution’s regulations for student envolment/registration and admission

- To comply with the institution’s obligations to the national government-und designated authorities







- To meerthe obligations agreed upan in the Student Exchange Agreement between the purties

Categories of data

The Personal data transferred concern the following categories of data:
Full name

Date.of Birth

Contact derails

Citicenship

Gender
-Academic enrolment i'nfar-mal;'oﬂ. und resulis/records
Language Proficiency

Passport information

Phote ID

Special Needs/Health informiation

Financial details

Next of kinfemergency contact details

Recipients _ .
The Personal data transferred may only be disclosed to the following recipients:

Institution and conpected bodies
National Authorities

3, PROCESSING OF PERSONAL DATA BY THE RECEIVING INSTITUTION

When importing Personal data, the receiving institution agrees and warrants:

a) thatit will use the Personal data only for the purposes mentionéd in the Agreement and in this

addendum.

b) that it will not (except for the purposes of the Agreerhent, of this addendum or as permitted

by law), alter, modify, adapt, delete, or add to any part of the Personal data.

¢y that it will take reasonable steps to ensire that the'received personal data is accurate and up-

to-date.

d) thataccess to the received data is limited to:

i. authorised individuals with the receiving institution or national authoritiés who need

“access to the data in‘order to fulfill the purpose of the agreement;

ii.  such part and parts of the personal data that is necessary for the performance of those
individuals’ authorised duties.

¢) that itwill not disclose or transfer the Personal Data to a third party other than those mentioned
above, unless it nofifies the University of Oslo. If a situation of emergency renders prior
notification impossible, the receiving institution must notify the University of Oslo as soon as
possible after the eveént.




f) that it shall take appropriale technical -and organisdtional measures agamst the unauthorised
or ulawful processing and/or use of the personal ddta beyond the scope of the Agrdement
anid this addendum, and against the aceidental loss or destruction of, or damage to, such data.

g) that it will identify to the University of Oslo a point of contact within its organisation,
authorised to respond fo inquirics concerming processing of the Personal data and will
cooperate profpily and in good faith with the exporting pdrty, the Data subject coicerning
all such inquiries within a reasonable time.

H) that it wifl, upon reasonable request, submit its data Processing facilities, data files' and
documentation needed for reviewing, auditing and‘or to ascertain compliance with the
Agreement, or needed by the University of Oslo in order to ascertain its own compliance with
the Norwegian Data Protection Act of 2018,

i} that it will be transparent and provide information to the data subject concerning the
processing of personal data at the receiving institution.

j) that it will grant the data subject the foliowing rights:

i.  right of access to his/her petsonal data,
ii.  rightto rectification of inaccurate personal data concernitig him or her.
ili.  right to-erasure of personal data unless processing is necessary to fulfil the purposes
of the agreement, or to-fulfil obli gations under local national law.

4. GENERAL PRINCIPLES RELATING TO PROCESSING OF THE DATA
SUBJECT’S PERSONAL DATA

Both pames agree and warrant that in addition to processing of data with the purpose of fulfilling the
obligations in the agreement, the processing of the data subject’s personal data shall be

4.1 processed lawfully, fairly and in a transparent manner in relation to the data subject;

4.2 collected for specified, explicit and legitimate purposes and not further processed in a manner that
is incompatible with those purposes;

4.3 adequate, refevant and limited to what is necessary in relation to the purposes for which they are
processed;

4.4 accurate and, where necessary, kept up to date; every reasonable step must be takeén to ensure that
personal data that are inaccurate, having reg,ard to the purposes for which they are processed, are
-erased or rectified without delay;

4.5 kept in a form which permits identification of data subjects forno longer than is necessary for the
purposes for which the personal data are processed;

4.6 processed in a manner that énsures appropnate security of the personal data, including protéction
against unauthorised or vniawfol processing and against accidental logs, destruction or damage,
using appropriate fechnical or organisational measures



5 LIABILITY AND TERMINATION OF DATA PROCESSING

5.1 The parties. agree that a Data: subject who hags suffered damage as a result of any vielation is
entitled to receive compensation from the parties for the damage suffered. The parties-agree that
ihey may be exempted from this liability only if they prove that neither.of them is responsible for
the violation of those provisions.

5.2 When the purpose of the processing is completed, the Agreement is terminated ot any of the
parties ate legally dissolved, all Personal data created or received through the Agreement shall be-
deleted, except data the institution is obligated by law to maintain. Any rights protecting the data
subject by the Agreement or this addendum shall survive the fermination or expiry of this
Agreement.

6. POINT OF CONTACT REGARDING THE PROCESSING OF PERSONAL DATA

The Parties shall each designate a person in their organisations to recéive the relévant Personal data
as well as to réspond to inquiries regarding the processing of personal data;

for Federal University-of Bahia - _
Profa. Dra. Elizabeth Ramos, Advisor fer International Affairs

for the University of Oslo
Mrs,Hanna Ekeli, Director, Department of Education Services

The importing paity is under a strict obligation to notify the University of Oslo’s point of contact of
any potential or actual losses of the Personal Data as.scon as possible. The mentioned notification.
shail at least describe the nature of the personal data breach including, when possible, the categories.
and approximate number of data subjects and number of personal data records concerned, the likely
consequences of the loss and if applieable the measures taken or proposed to be taken to address the
loss-of personal data.

7.  SIGNATURES

In witness whereof, each of the Parties hereto has caused thié'Ag_ree_ment to be executed by its duly
authorised officers or represeitatives.

A il Cartes SabesPlros da S
_ Reitor - UFBA

Jodo Carlos Salles Pires da Sila Hauna Ekeli
Rector Director, Department of Education Services:
Universidade Federal da Bahia University of Oslo

Date: 15th September 2021. Date:
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